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Q. What are the desktop requirements to run File Secure?

A. File Secure has been tested and certified to run under:

Windows 7 & 10 64 Bit Note: File Secure will NOT run under Windows XP)
The most recent Microsoft updates as of 7/2017 with NET Framework 4.5.1 enabled.

Link to update .NET framework: URL https://www.microsoft.com/en-
us/download/confirmation.aspx?id=53344.

If the user runs into firewall or network connectivity issues, they or their IT administrators will need to check
the following:

Hostname

The hostname is connect.chia.state.ma.us. The hostname must be used when connecting. The IP address
should not be used.

IP Address

If the user’s network has any firewalls or protections in place, the user’s IT administrators may need to whitelist the
external IP of the CHIA SFTP server. This IP is 144.121.10.108. The port that will need to be whitelisted is 22.

Connection Refused
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Q. Why am | getting a “Connection refused” or similar message?
Filezilla

[ Filezila - O X
File Edit View Transfer Server Bookmarks Help

EH-E e OO L Tase

v

Host:‘ sﬂp;//connect.chia| Username:‘Joh16363 Password: | yeeeeeeee | Port: Quickconnect | ~

Status: Connecting to connect.chia.state.ma.us... ~
Response: fzSftp started, protocol_version=8
Command: open “Joh16363@connect.chia.state.ma.us" 22

Error Network error: Connection refused
Error Could not connect to server
Status: Waiting to retry...
Status: Connecting to connect.chia.state.ma.us...
Response: fzSftp started, protocol_version=8 v
Local site: | C:\ b
=5 A
t $Recycle.Bin
+ Dell
Documents and Settings
drvrtmp v
Filename Filesize Filetype Last modified A | Filename B Filesize
$Recycle.... File folder  3/21/2017 ... Not connected to any server
Dell File folder  5/12/2016 ...
Docume... File folder
a " v < >
b Ciln fnldar  £/47/9046

7 files and 15 directories. Total size: 2,825,259,013 bytes Not connected.

Server/Local file Dire... Remote file Size

< >

Queued files ' Failed transfers | Successful transfers

@ Queue: empt: i
=

PSFTP

B Administrator: Windows PowerShell - [m} X

PS C:\> cmd
Microsoft Windows [Version 10.0.10248]
(c) 2015 Microsoft Corporation. All rights reserved.

C: \>psftp

psftp: no hostname specified; use "open host.name" to connect
psftp> open connect.chia.state.ma.us

Fatal: Network error: Connection refused

C:\>

A. Using either FileZilla or PSFTP, there is some network connectivity issue preventing the user from
connecting to CHIA’s SFTP environment. We recommend the user recommend you work with your local IT
Security/Network team to resolve the connectivity issue.
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Port Mismatch/Active Refusal

Q. Why am | getting an ECONNREFUSED or a “target machine actively refused” error?
Filezilla

I 10h16363@connect.chia.state.ma.us - FileZilla — [m} X
File Edit View Transfer Server Bookmarks Help

HrEETRIORO KLIFAH \
Host:| ct.chiastatema.us | Username: | Joh16363 | Password: [ressessee | port:[| | - ‘
Status: Resolving address of connect.chia.state.ma.us

Status: Connecting to 144.121.10.108:21...

Status: Connection attempt failed with "ECONNREFUSED - Connection refused by server".
Error: Could not connect to server

Status: Waiting to retry...

Local site: | C:\ v | Remote site
=+l Desktop
[ Documents
- = This PC
BE.C
Filename Filesize Filetype Last modified A | Filename : Filesize
$Recycle.... File folder  3/21/2017 ... Not connected to any server
Dell File folder  5/12/2016 ...
Docume... File folder
Aot Cila énldnr  S/17/7016 Vi< >
7 files and 15 directories. Total size: 2,825,259,013 bytes Not connected.

Server/Local file Dire... Remote file Size
< >
Queued files | Failed transfers | Successful transfers
Queue: em) ndod
WinSCP
Error ? X

0 Connection failed.

No connection could be made because the target machine actively refused it.
Connection failed.

Reconnect (30 s) Help

A. These errors reflect using the wrong port. In the SFTP client the user is using, s/he must be using port
22 and the SFTP protocol.
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WinSCP

Error ? X

0 Network error: Connection to "connect.chia.state.ma.us" refused.

The server rejected SFTP connection, but it listens for FTP connections.

Did you want to use FTP protocol instead of SFTP? Prefer using encryption.

Reconnect (30 s) Help

A. This error is usually generated when there is a firewall blocking traffic between the SFTP client and
CHIA’s SFTP servers. The user will need to contact their IT or Firewall administrators and provide the
following information to them in order to allow the traffic:

IP Address: 144.121.10.108 (connect.chia.state.ma.us is at this address)
Port: 22 (used by the SFTP traffic)

If users continue to see the same error, despite allowing this type of traffic to CHIA’s servers, then the
problem should be elevated to IT.
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Q. Why am | getting an authentication failure?
Filezilla

[ Filezilla - ] X
File Edit View Transfer Server Bookmarks Help

G- TSRO MO N Tas e

Host: | sftpy/connect chia| Username: [ Joh16363 | Password:

Quickconnect  ~

Status:  Connecting to connect.chia.state.ma.us... A
Response: fzSftp started, protocol version=8

ICommand: open “Joh16363@connect.chia.state.ma.us" 22

Command: Pass: *****+ssxx

Error Authentication failed

Error Critical error: Could not connect to server
Status: Disconnected from server

Status: Connecting to connect.chia.state.ma.us...

Local site:| C:\ v
I Bac ~
i $RecycleBin
&1 Dell
Documents and Settings
drvitmp v

Filename Filesize Filetype  Lastmodified A |Filename Filesize

$Recycle... File folder  3/21/2017 ... Not connected to any server
Dell File folder  5/12/2016 ...

Docume... File folder
A ortnan £al LZEYETiETS v < 2

7 files and 15 directories. Total size: 2,825,259,013 bytes Not connected.

Server/Local file Dire... Remote file Size

< >

Queued files | Failed transfers | Successful transfers

@ Queue:empty .o

PSFTP

B Administrator: Windows PowerShell - psftp - O X

Microsoft Windows [Version 16.0.10248]
(c) 2015 Microsoft Corporation. All rights reserved.

C: \>psftp

psftp: no hostname specified; use "open host.name" to connect
psftp> open connect.chia.state.ma.us

login as: NotAUser

The Center for Health Information and Analysis Secured System

This computer system is the property of The Center for Health Information and Analysis ("CHIA") and the Commonwealth of
ssachusetts. It is for use only by properly authorized CHIA employees and contractors. Users (authorized or unautho
ed) have no explicit or implicit expectation of privacy. Use of this system is subject to monitoring, logging, and aud

iting and users should assume any file they create or receive, any message they send or receive, and any web sites acces|

sed may be subject to monitoring, logging, or auditing. By using this system and network, all users acknowledge notice o

£, and agree to comply with, CHIA's Information Technology Resource Use Policy. LOG OFF IMMEDIATELY if you do not agree
to the conditions stated in this warning.NotAUser@connect.chia.state.ma.us's password:

Access denied

NotAUser@connect.chia.state.ma.us's password:

[Access denied

NotAUser@connect.chia.state.ma.us's password:
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WinSCP

Password - Joh16363@connect.chia.state.ma.us X

A Searching for host...
[} Connecting to host...
Authenticating...
Using username “Joh16363".
Authenticating with pre-entered password.

Access denied.

Password:

Cancel Help

A. The likeliest answer is that the user is putting in the wrong credentials. The user should request a
password reset via the CHIA Submissions site. However, if the new password (after running through the
password reset process) still fails, then this problem should be escalated to CHIA IT.

Q. | am getting the following error message:

Permission denied.
Error code: 3
Error message from server (en): Access is denied

A. The likeliest answer is that the user is putting in the wrong credentials. The user should request a
password reset via the CHIA Submissions site.

November 2017



Q. Iam getting the following message after downloading and unzipping (using 7-zip) the file secure
zipped file. However, when | click on the executable file Chia.FileSecure.exe | get the following
error:

L FileSecure o B |3
m FileSecure has stopped working

Windows can check online for a solution to the problem.

< Check online for a solution and close the program

2 Close the program

V View problem details

A. The likely cause is that there is an older version of the .Net framework installed on your PC because it
may not have the most recent Microsoft updates. Download and install the latest .Net Framework version or
through this URL: https://www.microsoft.com/en-us/download/confirmation.aspx?id=53344.
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Q. Why am | getting proxy authentication errors?
FileZilla

A ilezilla - o X
File Edit View Transfer Server Bookmarks Help
E-ETTRIOEO K IFAass

Host: sftp://connect.chia) Username:  test Password:[1eeesssse Port: Ouickeonnect ||~

Status:  Connecting to connect.chia state.ma.us..
Response: fzSftp started, protocol_version=8

[Command: proxy 1 “wsnproxyvip101.chia.state.ma.us* 8080
(Command: open "test@connect.chi
rror Proxy error: 407 Proxy Auth

Error: Coul t connect to server
Status:  Waiting to retry...
Error Connection attempt interrupted by user
Local site:] C\ v [Remote s
=l Desktop
4 Documents
=- = This PC
BLC
Filename Filesize Filetype  Lastmodified A |Filename h Filesize
$Recydle.... File folder  3/21/2017 ... Not connected to any server
Dell File folder 5/12/2016 ..
Docume File folder

v« >

4 Ciln bl nte
8 files and 15 directories. Total size: 2,825,890,293 bytes  [Not connected.

Server/Local file Dire... Remote file Size
< >
Queued files | Failed transfers | Successful transfers

@ Queue: empty .

WinSCP

Error ? X

Q Proxy error: 407 Proxy Authorization Required

Reconnect (30 s) Help

A. This problem usually is indicative that a user has a proxy in their organization’s environment. They will
need to reach out to their IT organization to rectify the issue. But it is possible to do SFTP through a proxy.
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File Part Error

Q. Why am | getting the following error?
7Error &]

Transfer was successfully finished, but temporary transfer file 'SWH_MAAPCD_Provider_201705_20170711Test tx filepart’ could not be renamed to target file name
'SWH_MAAPCD_Provider_201705_20170711Test bd". If the problem persists, you may try to tum off transfer resume support.

Permission denied.

Emor code: 3

Emor message from server (en): Access is denied.
Reqguest code: 18

([ Aot J[ Rey |[ s |[ Sdpal |[ Hep |

A. This error message appears when using WinSCP. The condition that creates is caused by some network
interruption during the file transfer process. Below are instructions to disable the default conditions in
WinSCP that could cause this error to appear during file transfer:

Procedure:
1) In WinSCP, go to Tools -> Preferences...

.
{ B Winscp Login S
] B wi Ay a B e O =
G New Site Session
€ [ Joh16363@connectstage.chia.state.ma.us File protocol:
[sFTP v
Host name: Port number:
2
User name: Password:
Save |v Advanced... |v

T [ e 7] Blioon ) [ome ) [ ]

Import Sites...

A

Import/Restore Configuration...
Export/Backup Configuration...
Clean Up...

Run Pageant

Run PuTTYgen

Check for Updates

Preferences...
About...
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2) Go to Endurance
3) Under Enable transfer resume/transfer to temporary filename for..., select Disable.

)

’\

Preferences \@—Xi
Environment Enable transfer resume/transfer to temporary filename for
- Interface & Al
- Window - =S
- Commander (") Files above:
Explorer T 100 = )
- Languages —_—
Panels (@) Disable
- Remote
""" Local Automatic reconnect
Editors
Transfer Automatically reconnect session, if it breaks during transfer
- Drag &Drop Reconnect after: 5% seconds
-+ Background
... Endurance Automatically reconnect session, if it breaks while idle
Network -
stwor Reconnect after: 9% seconds
Security
Logging Automatically reconnect session, if it stalls
Integration Lal
h . 60
... Applications Reconnect after: =1 seconds
Commands Keep reconnecting for: Unlimited % seconds
Storage
Updates

L |
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Submission Issue(s)

Q. Why am | getting the following error upon submission?

FileSecure 2
CHIA.

Step 1 - File Attribute

» o Select File
Filing Type APCD Member Eligibility h

O Test File

Month/Year 10/2017
' e Click the Encrypt File to save this file attribute. Your entry will appear in the Step

Payer | = 2 Review Files below.

Step 2 - Review Files
Status Filing Type Month Year FileName Payer File Type

Encrypted APCD Member Eligibility October 2017 7273_MEO008 DROP 84pct MEO11 66pct FAIL_2.txt text/plain

The file is invalid. Incorrect number of columns

A. There is a new check for how many fields are on a line in a submission and will give a proper error
message if it is incorrect (see above error highlighted). Please consult the most current Submission Guide
for the correct format of the file you are submitting.
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